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AHHOTaUuS
HacTtosiwee PykoBoactBo gononHsaeT pokymeHT "XTAWN.00083-01 90 02. Kpuntollpo CSP.
PykoBoacTtBo aamMuHucTtpatopa 6e3onacHoctn. Obwas uvactb." npu wucnonb3oBaHumn CK3W nog

ynpasneHuem OC Linux.

NHCTpyKuUMK aAMWHUCTpaToOpaMm 6e3onacHocTn " nosb3oBaTensm pa3nYHbIX
aBTOMaTM3MPOBaHHbLIX cucTteM, mcnonb3ywwmx CK3U Kpuntollpo CSP, nomxHbl pa3pabaTbiBaTbCa C
yyeToM TpeboBaHMIi HacToSLWero AJOKyMeHTa.

Cnncok cokpallueHunm

CRL Cnncok oTto3BaHHbIX cepTudmukatos (Certificate Revocation List)

ITU-T MexayHapoAHbIn KOMUTET No TenekoMMmyHmnkaumnsm (International
Telecommunication Union)

IETF Internet Engineering Task Force

AC ABTOMaTM3MpPOBaHHas cucTteMa

APM ABTOMaTM3MpoBaHHOe paboyee MecTo

™M TMBKMUN MarHUTHLIN ANUCK

OCH [JaTunk cny4darHbix ymcen

HDD XXecTKku MarHUTHbIN AUCK

K KoHeuHbIn nonb3oBaTesb

HCA HecaHKLMOHNPOBAHHbIA AOCTYN

OC OnepauunoHHasa cmctema

MAK MporpamMMHo-annapaTHbIi KOMMIeKc

no MporpamMmmHoe obecneyeHune

Perncrpauuns MpuceBoeHne onpeaeneHHbix atpnbyToB (agpeca, HOMepa Kitoua,

npas MCNOSIb30BaHUSA U T.M.) abOHeHTYy

PernameHT COBOKYMHOCTb MHCTPYKLMIA U APYroi pernameHTupyoLlei
[IOKyMeHTauumn, obecneumsatollen dyHKLUNOHUPOBaHME
aBTOMATU3MPOBAHHOMN CUCTEMbI BO BCEX PEXMMaAX.

CBT CpeacTBa BblUUCIUTENIBHOW TEXHUKMU

CepTtudukar DNEeKTPOHHbIN AOKYMEHT, NOATBEPXAAIOLWMA NPUHAANEXHOCTb
OTKPbITOrO KJH04Ya Uan K/toda NpoBEPKU 31EKTPOHHON NOAMNCK Y
onpegeneHHblX aTpnbyToB KOHKpEeTHOMY aboHeHTy

CepTtudurkauus Mpouecc nsrotoBneHns ceptudmkaTa OTKPbITOro Koya uim
KJ1l04a NPOBEPKWN INEKTPOHHOM noanmcu aboHeHTa B LeHTpe
cepTudunkaumnm

CK3M CpeactBo kpunTorpadumyeckon 3awmnTbl MHGOPMaLmm

cocC Cnucok oTo3BaHHbIX cepTudunkatos (Certificate Revocation List)

CcC CnpaBOYHMK CEPTUPUKATOB OTKPbITbIX KIHOYEN U KIH0YeENn
NMPOBEPKN 3/1IEKTPOHHON noanuncn. CeTeBo CNpaBoOYHUK.

LC LlenTp Ceptndmkaumm (YaoctoBepsitowmin LieHTp)

P LleHTp Perncrpaunu

34 DNEKTPOHHbIA AOKYMEHT

oM DNeKTpPOHHasa NoAnuchb
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1. OCHOBHble TeXHUYEeCKMe AaHHble U XxapakTepuctnkmn CK3U

1.1. lNporpaMMHo-annapaTHble cpeabl
CK31 XTAWN.00083-01 noa ynpasneHnem OC Tmna Linux wucnonb3yeTcsa B cneaylowmx
nporpaMMHo-annapaTHbIX cpeaax:
Linux Standard Base ISO/IEC 23360 (ia32, x64), nporpaMMHO-anmnapaTHble cpenbl,
yaosneTsopstowme ctaHaapTy LSB 4.x (https://www.linuxbase.org/Isb-cert/productdir.php?by Isb):
Cent0S 4/5/6/7 (ia32, x64)
TA OC AUC ®CCN Poccum (GosLinux) (x86, x64)
Red OS (x86, x64)
Fedora 23/24/25 (x86, x64)
Linpus Lite 1.3 (ia32)
Mandriva Enterprise Server 5, Business Server 1 (x86, x64)
Oracle Enterprise Linux 4/5/6/7 (ia32, x64)
Open SUSE 13.2, Leap 42 (ia32, x64)
SUSE Linux Enterprise Server 115P4/12, Desktop 12 (x86, x64
Red Hat Enterprise Linux 4/5/6/7 (ia32, x64)
CuHTe3-OC.PC (x86, x64
Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10
ia32, x64)
Linux Mint 13/14/15/16/17/18 (x86, x64)
Astra Linux Special Edition (x86-64)
ALT Linux 7 (ia32, x64);
ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux Server (x86, x64);
POCA XPOM/KOBA/TbT/HUKESIb (x86, X64);
Debian 7/8 (ia32, x64, MIPS);
Co cpokamu 3Kcnsyatauum onepaumoHHbIX CUCTEM, B cpefde KoTopbix ¢dyHKuMoHmpyeT CK3WU,
MOX>XHO 03HAKOMUTbLCS MO C/leyloLEMY apecamM:
http://wiki.centos.org/About/Product
https://fedoraproject.org/wiki/Releases/

http://support.novell.com/lifecycle/
http://support.novell.com/lifecycle/IcSearchResults.jsp?st=-1&sl=-1&sg=1&pid=1000

http://mandriva.ru/resheniya/uslugi/cikl jizni produktov/
http://www.mvista.com/support lifecycle.php

1.2. BapwuaHTbl ncnonHeHnsa CK3U1

CK3WM XXTAN.00083-01 Ha nnaTtdopMe Linux mcnonb3yeTcss B ABYX BapuaHTax MCNOJIHEHUS:
McnonHeHnne 1 — CK3W knacca 3awmntbl KC1
MNcnonHeHne 2 — CK3W knacca 3awmntbl KC2

1.3. KnroueBble HocuTenu
B KkauecTBe K/OUEBbIX HOCUTENEN 3aKPbITbIX KOYel 1 katoden S MOryT MCNonb30BaThCA:
e IMA 3,57
e USB aucku
e  3/IEKTPOHHbIN KoY € nHTepdericom USB (e-Token);
e Cwmapt-kapTtbl PUK, Ockap, Maructpa
e Pasgen HDD MN3BM



https://www.linuxbase.org/lsb-cert/productdir.php?by_lsb
http://wiki.centos.org/About/Product
https://fedoraproject.org/wiki/Releases/
http://support.novell.com/lifecycle/
http://support.novell.com/lifecycle/lcSearchResults.jsp?st=-1&sl=-1&sg=1&pid=1000
http://mandriva.ru/resheniya/uslugi/cikl_jizni_produktov/
http://www.mvista.com/support_lifecycle.php
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MpumMmeuaHuma. 1. [lonyckaeTcs XpaHeHue 3aKpbITbiX Katoden un kntoden O B pasgene
HDD npwu ycnoBum pacnpocTpaHeHus Ha HDD wnu M2BM c HDD TpeboBaHuii no
llll obpalleHunIo C KNOYEBBLIMU HOCUTENSIMU, B TOM YKUCE U NOCNE yAaNeHUs KIIOYen.

2. [lepedyeHb KAOYEBbIX HOCuTenen Mo wucnonHeHnam CK3UN u
nporpaMMHo-annapaTtHbiM nnatdopmam cMm. ®opmynsap XTAW.00083-01 30 01, n.n.
3.8, 3.9.

2. YcraHoBka guctpubytuea MO CK3U

YcTaHoBKa, yaaneHue u obHoBneHne MO ocywecTBNsSeTCS OT MMEHW MOMb30BaTENS, UMEIOLLEro
npaBa agMMHUCTPaATOpa: NoA YYETHOW 3anncbto root MM ¢ MCnonb3oBaHMeM KoMaHabl sudo.

CK3M Kpuntollpo CSP TpebyeT cneaytower nocneaoBaTelbHOCTM YCTAHOBKWM: CHavana
yCTaHaBNMBaeTCs npoBavaep, 3aTeM YCTaHaB/MBalOTCS OCTajlbHble MOAYyNW, BXOAsillMe B COCTaB
KOMMeKTaumm.

Moaynb Kpuntollpo IPsec BkntoudeH B coctaB CK3U Kpuntollpo CSP v. 3.9 UcnonHeHus 1 n 2
B Bnae 6ubnmotek B SDK n He TpebyeT ycTaHOBKM yepe3 setup.

B OC Linux ans ycTtaHoOBKW, yaaneHus un obHoBneHusa MO npumeHsoTca nakeTbl (packages).
MakeT - apxuB AUCTpubyTMBA, coaepxawui dannbl yCTaHaAB/IMBAEMOro MNPUIOXEHUS U dannbl,
MCMNOMb3YOLWMNECS WUHCTANNATOPOM ANS KOHPUrypupoBaHua cpeabl. B onepaumoHHbIX cuctemax Linux
ncnonb3lyetcs MeHegxep naketoB RPM (Red Hat Package Manager), KOTOpbli ABNSe€TCS TMOKMM
WHCTPYMEHTOM A1 YCTAHOBKMW, yaaneHusi, obHoBneHuss M c6opKM MNporpaMMHbIX MakeToB. [lakeTsbl,
npeacTaBneHHble B BUAe danna c paclumpeHueM .rpm, cogepxat B cebe HenocpeacTBeHHO dalinbl MO
1 nHdbopMaumio 4nsa KOHOUrypupoBaHus cpesbl.

[ns yCTaHOBKW MaKeTa MCMosb3yeTcs KoMaHaa:

rpm -i <c¢ain_nakera>

Hanpumep: rpm -i ./Isb-cprocsp-base-3.9-4.noarch.rpm

Ons ypaneHus naketa UCMoNb3yeTcsl KoMaHaa:

rpm -e <MMsA_naketa>

Hanpumep: rpm -e Isb-cprocsp-base-3.9-4

NMs nakeTa MOXeT He BKloYaTb BEPCULD.

Hanpumep: rpm -e Isb-cprocsp-base

Ha OC, ocHoBaHHbix Ha Debian (Debian/Ubuntu), Ans ycTaHOBKM MNaKeTOB MWCMNOJSb3yeTCs
KOMaHzaa:

alien -kci <d¢ann_nakera>

Hanpumep: alien -kci ./Isb-cprocsp-base-3.9-4.noarch.rpm

Ha OC, ocHoBaHHbix Ha Debian (Debian/Ubuntu), ans yctaHoBkM 32-6UTHbIX NAKETOB Ha 64-
6uTtHyto OC ncnonb3yeTcsa KoMaHaa:

dpkg-architecture -ai386 -c alien -kci <cain_nakera>

Bo3MoxHoO, noTpebyeTcs ycTaHOBUTb NporpamMmy alien ns ctaHgapTHoro penosuntopus OC.

Ha OC, ocHoBaHHbix Ha Debian (Debian/Ubuntu), ans yananeHus nakeToB WCMNOJSb3yeTcs
KOMaHAaa:

dpkg -P <umMms_nakeTta_6e3_Bepcun>

Hanpumep: dpkg -P Isb-cprocsp-base

dannbl N3 NakeToB yCTaHaBMBalTCS B /opt/cprocsp.

MakeTbl 3aBUCAT ApYyr OT Apyra, NO3TOMY AOJIXKHbI YCTaHaBAMBATLCA MO MOPSAKY C YYETOM 3TUX

3aBMCMMOCTEN, a yOandaTtbCa B 06paTHOM nopsigke. YCNOBHO MOXHO CYMTaTb MNpaBuibHbIM MNOPSAAKOM
TOT, KOTOprlL;I onucaH B Tabnuue 3aBUCMMOCTEN U HA3HAYEHUSs NMaKeToB.

MakeTbl MOryT 6bITb HE3ABMCUMMBLIMK OT apxuTekTypbl (noarch B umeHn danna naketa), Toraa
OHM YyCTaHaBIMBAKTCS Ha N6yl apxuTekTypy. [lakeTbl MOryT ObiTb npeAHa3HayeHbl ans
apxutekTypbl IA32 (1486 B nMeHn darina nakeTa), a Takxe Ang apxutektypbl AMD64 (x86_64 B nMeHu
darina nakeTta), Toraa oHu ycraHasnmsatTcs Ha OC, cobpaHHyl0 Noa COOTBETCTBYIOLLYIO apXUTEKTYpY.
YacTto 64-6uTHbIe OC OAHOBPEMEHHO NOAAEPXMBAOT U 32-6UTHbLIE NMPUNOXeHUs, n 64-6utHble, Torga
npu HeobxoaMMOCTM MOXHO yCTaHaBnuBaTb 06a kKoMnnekTa. VcknoyeHMeM ABNSIOTCA ApanBepbl — OHU
YyCTaHaBNMBAOTCS B TOYHOM COOTBETCTBMU C apXmuTekTypol ssapa OC.
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B OC Linux moaynu sapa He o6bnagatoTr 6MHApHOM COBMECTUMOCTbIO, OHU MpPMBSA3aHbl K
KOoHKpeTHoM Bepcuun aapa OC. MoaToMy Moaynb sapa rnoctaBnseTcs B BMAeE nakeTta .src.rpm. Takon tun
naketa nossosiseT cobpaTb MOAy/Mb AN HYXHOW Bepcum sapa. Ons ero ycTaHOBKM cneayeTr npwm
nomowm rpmbuild cobpaTbe M3 nakeTa .src.rpm 06bIYHbIN NaKeT .rpm, a 3aTeM YCTaHOBUTb MakeT .rpm
TaK Xe KaK oCTajibHble MaKeThbl.

Ha 6onblwnHCTBE ANCTPUBYTUBOB COOPKY MakeTa .rpm MOXHO OCYLLEeCTBUTb KOMaHAOM:
rpmbuild --rebuild --define "kernel_release “uname -r' " <nyTb Kk dainy nakera>

Ona cbopkn Tpebyetcs, uTObbl Ha MawuHe O6bIIM  YCTAHOBMNEHbl cpeacTBa cHopkum
(KkoMnUNAaTOp), @ TakXke 3arosioBoYHble (annibl sapa. 3arosioBoYHble gannibl sapa A0KHblI HAX0AUTBLCS
B /lib/modules/ n 06bI4HO UX MOXHO YCTAaHOBWUTb B COCTaBe COOTBETCTBYIOLLErO NakeTa U3 peno3mtopus
anctpubyTtmea.

Tak Kak Hanuume CpeacTB OTAagku M pa3paboTkyM Ha cucTemMax, B KOTOPbIX 3KCMayaTupyeTcs
CK3W, HeponycTuMo, aaMuHucTpatop (paspabotumk MK3WN) pnomkeH cobpaTb NakeT Ha cneuvasbHOM
BblaeneHHoM pabouem mecte u obecneuynBaTb €ro JOBEPEHHYI YCTAHOBKY B LIEJIEBYIO CUCTEMY.

Tabnuvua 3aBUCMMOCTEN U HA3HaYeHUs NakeToB (419 NPOCTOTbl ONUcaHbl 32-6UTHbIE NaKeThl).

MM nakeTa 3aBMCUMOCTH Ha3HayeHue nakeTa

MakeTbl ang HDEABapMTEHbHOVI YCTAHOBKMU

cprocsp-compat-altlinux Maket coBmectumoctn ¢ OC
AltLinux, yTcHaBanmBaeTcs
nepebiM - [0 Isb-cprocsp-
base.

cprocsp-compat-splat MakeT coBmectumocTtn ¢ OC
SPLAT, yCTaHaB/nBaeTcs
nepebiM - Ao Isb-cprocsp-

base.
sobol OpaiiBep ans Cobons.
Tpebyetcs npu  Hannuum
yCTpOMCTBA.
Obsa3aTesnbHble NakeThbl
Isb-cprocsp-base Isb BazoBsbIn naker,

yCTaHaBNIMBAETCA NepBbIM,
€C/IN  TOJIbKO HEe HYXHbI
compat-nakeTsbl.

Isb-cprocsp-rdr Isb-cprocsp-base OCHOBHble MPUIOXeHUs,
cuyuTtbiBaTenn n ACH.

Isb-cprocsp-capilite Isb-cprocsp-rdr CAPILite, nporpammbl u
6ubnmoTekun ans
BbICOKOYPOBHEBOW paboTbl
C Kpuntorpadguen
(ceptupukartammn, CMS...).

Isb-cprocsp-kcl Isb-cprocsp-rdr Mpoeanpep KC1.

Isb-cprocsp-kc2 Isb-cprocsp-rdr MNpoBanaep KC2,
yCTaHaBNMBaeTCs  TOJIbKO
Tam, rae B 3TOM eCTb
HeobxoauMocTb. B 3TOM
cnyyae Isb-cprocsp-kcl He

cTaBuTCA.
JononHuTenbHble NakeTbl

cprocsp-rdr-gui Isb-cprocsp-rdr, Motif, | Mpadunueckumn BuoCH,
X11 3anpoc napons u apyrue

GUI-gnanorw.

cprocsp-rdr-pcsc Isb-cprocsp-rdr, pcsclite Moaynn nopaepxkn PCSC-
cyuTbiBaTENEn, CcMapT-KapT
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(PUK, Ockap, Maructpa...).
Isb-cprocsp-rdr-sobol Isb-cprocsp-rdr, sobol Moaynb NOAAEPXKKMN
Cobons.
Isb-cprocsp-devel Isb-cprocsp-base MakeT ansa paspaboTymka.
cprocsp-drv Isb-cprocsp-base [OpanBepHas 6ubnuoreka.
cprocsp-drv-devel Isb-cprocsp-devel Maker pna paspaboTumka
OpaiBepoB.
cprocsp-stunnel Isb-cprocsp-base YHuBepcanbHbIi SSL/TLS
TYHHEenNb.
cprocsp-rdr-emv Isb-cprocsp-rdr Moaynb nogaepxku EMV

3. O6HoBneHune NO CK3U

Ana obHoBneHns MO CK3U Ha OC Linux HeobxoaAnMoO:
e  3aMOMHUTb TEKYLY KOHurypaumo CSP
e Habop ycTaHOB/IEHHbIX NaKeToB
e HaAcTpoWku npoBangepa (4759 NPOCTOTbl MOXHO COXpaHuTb /etc/opt/cprocsp/config[64].ini)
e yAanuTb WTaTHbIMKU cpeacTtBaMm OC Bce nakeTbl CK3U
e  YCTaHOBWTb aHasornyHole Hoeble nakeTbl CK3U

e Mpu HEOb6XOAMMOCTM BHECTU MU3MEHEHUSI B HaAcTpoMkm (MoxHO nocmoTpeTb diff cTtaporo um
HoBoro config[64].ini)

. KN4 m CepTVId)VIKaTbI COXPaHAKTCA aBTOMaTU4YECKHN

4. Hactponka CK3U

4.1. [octyn K ytunute ang Hactpomkun CK3U

HacTtporika CK3U ocyuwecTBnseTca ¢ NOMOLWbIO yTuUanMTbl cpconfig, KOTopas BXOAMUT B COCTaB
anctpubytmBa M pacnonoxeHa B Aupektopuu /opt/cprocsp/sbin/<Ha3BaHue_apxuTekTypbl>. Ecnu
ycTaHoBneHbl naketbl CK3U ans aByx apxutekTyp, Hanpumep ia32 u x64, To AeNCTBUS MO HACTpPOMKe
HY>KHO MPOBOAUTb ABaXXAbl — A1 KAXXA0M apXUTEKTYpbl cpconfig-OM U3 COOTBETCTBYIOLLEN ManKwu.

4.2. BBoA CEpUMHOro HoMepa NNLUEeH3nmn

Mpu ycraHoBke nporpamMMHoro obecnevyenma Kpuntollpo CSP 6e3 BBoga NuMUEH3MM
Nonb30BaTeNO NPefoCTaBASETCH NMUEH3US C OrpaHUMYEHHbIM CPOKOM AENCTBMA. NS MCnonb30BaHMUA
Kpuntollpo CSP nocne oKoH4YaHMS 3TOr0 Cpoka MoJfib30BaTeflb AOS/HKEH BBECTUM CEPUMHBLIA HOMep C
6naHka nuMueH3uu, NOSYYEHHOW Yy OpraHusauuu-paspaboTuvka wam opraHusauum, UMerWen npasa
pacnpocTpaHeHus npoaykTa (annepa). [Ans npocMoTpa MHOPMaLMK O IMLEH3UN BbINONHUTE!

# cpconfig -license -view

[ns BBOAA NMULEH3UN BbINOMHUTE:

# cpconfig -license -set <cepwuiiHbIii_HOoMep>

CepuitHbIn HOMep cnepyeT BBOAUTb C cobnofeHnemM permcrtpa CMMBOJIOB.

4.3. Hactpomnka obopyaosaHunsa CK3U

YTunuta cpconfig Takxke npeAHasHayeHa ANa M3MeHeHWs Habopa YCTpPOMCTB XpaHeHWs
(HocuTenen) n cumTbiBaHUA (CUMTbIBATENEN) KAOYEBOM WMHGMOPMaUMM U AATUMKOB CiAy4alHbIX 4ucen.
MpenycTraHoOBNEHHbIMKU ABNSAOTCSA cunTbiBaTenu flash-Hocutenen n ob6pas ANCKETbl Ha XECTKOM AUCKE.

[ns npocMoTpa Crnmncka HaCcTPOEHHbIX CYUTbIBATENEN:
# ./cpconfig -hardware reader -view

CunTbiBaTeNb AUCKET He yCTaHaBAMBaeTCs MO YMOSYaHUIO, TaK KakK Npu OTCYTCTBUU AUCKETHI B
AnckoBoAe nepedncneHme KOHTEVIHepOB CUNbHO 3amegnisietcs. [Ansa nobaBneHms cuntbiBaTens AUCKET:

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"
[Ana npocMoTpa cnucka HacTpoeHHbix ACH:
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# ./cpconfig -hardware rndm -view

Onsa koHconbHoro bnolCH Tpebyetcsa nakeT naket Isb-cprocsp-kcl, kpome TOoro oH pabotaer
Tonbko ¢ KC1 npoBanaepoM. nsa nobasneHns KkoHconbHoro bnoCH:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console BioRNG"

Ons rpaduyeckoro Bno[CH TpebyeTcsa nakeT cprocsp-rdr-gui n X-cepBep, KpoMe TOro OH
paboTaeT Tonbko ¢ KC1 npoBangepoM. Ana aobasneHns rpadpuyeckoro bnoCH:

# ./cpconfig -hardware rndm -add bio_gui -level 4 -name "GUI BioRNG"
Ons no6asneHuna OCYH KIMNUM:
# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /db1/kis_1
/var/opt/cprocsp/dsrf/db1/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1
/var/opt/cprocsp/dsrf/db2/kis_1

Takxe Hapgo ckonupoBaTb dannbl C AAHHbIMKU, MNOJlyYeHHbIMM Ha "APM BbipaboTku BHeWHeWN
rammbl", NONOXKUM, YTO OHM nexaT B /tmp/db[1,2]:

# cp /tmp/db1/kis_1 /var/opt/cprocsp/dsrf/db1/kis_1
# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Onsa pabotbl co cumtbiBaTenem PC/SC TpebyeTtcsa nakeT cprocsp-rdr-pcsc. MNocne noaknoyeHuns
cunTbiBaTENS y3HaNTE UMSA yCTPOMCTBA:

# /opt/cprocsp/bin/ia32/csptest -card -enum

Gemplus GemPC Twin 00 00

Total:

[ErrorCode: 0x00000000]

Ons nobaBneHns cYMTbIBATENNS UCMONb3YNTE 3TO UMS:

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"
Ons nony4veHus nogpobHol cnpaBku no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware -help

4.4, YcTaHOBKa napaMeTpoB XYypHannpoBaHud

CK3M nossonser cobupatb OTNAA0YHYKD WHPOPMaAUMIO W UMeeT  BO3MOXHOCTb
NpoTOKOANpPOBaHUa cobbiTnii. WHMoOpMaums 3anucbiBaeTcsl B CUCTEMHbIN  XypHan (06blYHO B
/var/log/messages). CyuwiecTByeT BO3MOXHOCTb W3MEHEHUS HaCTPOEK XXYPHaNMPOBaHUSA pPasinYHbIX
mMoaynen npoaykta. CylecTByeT BO3MOXHOCTb WM3MEHEHUS YPOBHS XypHanupoBaHus u dopmarta
BbIBOAMMbIX OTN1AA0YHbIX CO0bLWeHni. Ana Noay4YeHns cnpaBKky MO HAaCTPOMKaM >XXypHaanpoBaHUA:

# cpconfig -loglevel -help

Moaynun, anga KOTopbIX NOAAEPXKMBAETCH XYpPHanupoBaHue:
CpCsp - 94p0 KpunTonpoBanaepa

capil0 - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyxb6a xpaHeHus knodven (KC2)
libssp - TLS

cppkecs1il - PKCS11
cpdrv - gpariBep
dmntcs

4.5. Hactpomnka kpuntonpoBanaepa no yMos4aHuUto

[ns npocMoTpa TUMOB AOCTYMHbLIX KPUMTOMNPOBaNAEepOB:
$ ./cpconfig -defprov -view type
ans NpocMOTpa CBOWCTB KpVII'ITOI'IpOBal‘;I,CI,epa HY>XHOro Tmna:
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# ./cpconfig -defprov -view -provtype <provtype>
,U,J'Iﬂ YCTaHOBKMU npOBaVl,qepa Mo YMO/I4YaHUIO ANd HYXHOro Ttuna:
# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provname>

,U,J'Iﬂ nonyyeHna MMeHu I'IpOBaVID,epa Nno YMOM4YaHUIO ANA HY)XHOro Ttuna:
# ./cpconfig -defprov —-getdef -provtype <provtype>

5. YCcTaHOBKa COMYTCTBYHOLNX MNAKETOB

Ons nepejaum no cetu 3anpocoB Ha ceptudwmkaTtbl, CRL 1M T.n., a Takxe AN9 NOAAEPXKKU
OOMONHUTENbHBIX  KOYEBBLIX CUMTbIBATENEen U HOCUTener MoxeT noTpeboBaTbCs YyCTaHOBKA
OOMOJSIHUTENbHbIX NaKEeTOoB.

Ecnn conyTcTBylolWME NakeTbl CKaumBatoTca M3 MHTepHeTa, HEO6X0AMMO NOATBEPAUTbL WX
LEeNoCTHOCTb, MPOBEPMB MOANUCb MM Xew. Ecnu MCTOYHMK He obecrneuymBaeT TakMe MexXaHWU3Mbl,
[OMNyCKaeTCsl UCMOSb30BaHME MaKeToB TOMIbKO C AMcKa C AuCTpubyTtnsoM CK3W, roe 3T MexaHu3sMbl
ncnonb3yoTcs. Ha Aucke nakeTbl fiexaT B nanke \extra.

Ha ceptuduumnpoaHHble OCTIK anctpubyTtmebl ALTLinux 3anpelwaetcs CTaBuUTb NakeTbl M3
ceTun (HanpuMep, C Ucnonb3oBaHWeM apt-get), Tak Kak 3TO HapyLWUT UX CEPTUDULNPOBAHHOCTD.

5.1. bubnuoteka libcurl

Mcnonb3yeTtca Ans nepenayn 3anpocos Ha ceptudmkatbl, CRL 1 T.M. No ceTu.

C canta pa3spabotumka npoekta http://curl.haxx.se/ MOXHO ckayaTb NakeT C MCXOAHbIMMU
TekCcTaMn A camocToaTeNnbHOM cbopku. Kak npaBuno, Tam e ecTb 32-6buTHble Bepcun BGMHapHbIX
nakeToB U nHorpa 64-6uTHble.

Mpoue Bcero nocrtasutb 6U6INOTEKY BCTPOEHHBIM MEHEAXXEPOM MNaKeToB.

Ha ALTLinux, Debian, Ubuntu:

# apt-get install curl

Ha CentOS, Fedora, LinuxXP, RedHat:

# yum install curl

Ha SuSE:

# yast -i curl

Mocne ycraHoBkM 6M6ANMOTEK HAAO 3aperncTtpupoBaTth NyTWU K HUM. HanpumMep:

# /opt/cprocsp/sbin/ia32/cpconfig -ini "\config\apppath' -add string libcurl.so
/usr/local/lib/libcurl.so

#  /opt/cprocsp/sbin/amd64/cpconfig  -ini  "\config\apppath' -add string libcurl.so
/usr/local/lib/64/libcurl.so

6. CocTtaB 1 Ha3sHayeHne KoMmnoHeHT MO CK3U

6.1. basosble mogynun CK3U

MO CK3W copepxut 6asosble Moaynu:

libcsp — AMHammnueckn 3arpyxaemasn 6mubnmorteka Kpuntollpo CSP.

libcspr - 6ubnunoTteka pabotel ¢ yaanéHHoiMm Kpuntollpo CSP.

drvcsp — AMHaMmM4yecku 3arpyxaemblii MoAy /b sS4pa.

libssp — 6ubnmnoTeka noanepXkKn Moaynsa ceteson ayteHTudukaumm Kpmntollpo TLS
cpverify — Moaynb KOHTPONS LENTOCTHOCTY.

wipefile - Mmoaynb yaaneHns dannos BMecTe C COAEPXKUMbIM.

B Ha3BaHuax anctpnbytnesos CK3U ncnonblyercs HoTauma:
CPRO - npedwmkc;
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CSp — KpunTonpoBanaep;

drv — 3arpyxaembiti Moaynb sapa OC;

[d] - onumMoHanbHO — yKa3biBaeT Ha AOKYMEHTaUMIO (TECTOBbIE MPUMEPSI);
i386 - nnatdopma Intel.

6.1.1. bubnunoTteka libcsp
bubnuoteka libcsp peanunsyert uenesbie GyHKUUM KpunTorpadmyeckon 3awmTbl nHHopMauum,
paboTy C KAYaMu, AOCTYN K KI4YeBbIM HocuTensam, bnoCH.
6.1.2. bubnuoTteka libcspr
BubnnoTeka libcspr obecneumBaeT  yAaneHHbIN [ocTyn K KpunTonposanaepy,
(PYHKUMOHUPYIOLWEMY KaK OTAEeNbHbIN CepBUC.
6.1.3. [OpanBepHas 6ubnunoteka drvcsp

BubnuoTteka drvesp, ucrnonblyemas B KayecTse AMHAMUYECKN 3arpyxaemoro moaynsa sapa OC,
peanusyeT uenesble QyHKUMN KpunTorpadnyeckon sawmtel MHPopMaummn (kpome dopmMmmposaHms 3I)
n paboTy C KnyaMu.

6.1.4. Moaynu ceteBon aytTeHTUdMKaumm Kpmuntollpo TLS

Moaynb libssp obecneumBaeT peanunsaumio NpoToKosia ceTeBoi ayTeHTUdukaumm Kpuntollpo
TLS. Ob6wee onuncaHme nNpoTokona npmeeaeHo B AoKyMeHTe "XTAN.00083-01 90 02. Kpuntollpo CSP.
PykoBoacTtBo agMmMHucTpaTopa 6e3onacHoctn. Obwas yacTb."

Mpotokon TLS (RFC 2246) wucnonb3yeTcs Ans 3alnTbl COEAMHEHWUA B KIIMEHT-CEPBEPHbIX
TEXHONOrnsX.

MporpamMMHoe ob6ecneueHne Kpuntollpo TLS saBnsetca peanusaumer npotokona TLS wu
ucnonb3dyetr Kpuntorpaduyecknme  dyHkumn  Kpuntollpo CSP  ana obecneuyeHna  npouecca
ayTeHTudumkaumm n wndposaHunsa Tpadurka Mexay KIMEHTOM U CEPBEPOM.

6.1.5. Moaynb cpverify
Moaynb cpverify npeaHasHayeH pAn8 KOHTPOSS LENOCTHOCTM npu  yctaHoBke CK3U u
dyHKumoHuposaHum MO CK3WN Kpuntollpo CSP Ha M2BM nonb3osaTens.
6.1.6. Moaynb wipefile

Moaynb wipefile ncnonbsyetca ana yaaneHus daninos BMECTe C COAEPXKUMbIM NPU WUTATHbLIX U
HewTaTHbIX (CBONMMPOBAHME) CUTYyaLMSIX.

6.2. Moaynu MNK3U
6.2.1. Moaynb libcapi20

Moaynb libcapi20 wvcnonb3yetcs AnA ynpaeneHus ceptudukaTtamum OTKPbITbIX KOYEnH, a
Takke Ans obecrnevyeHus BbIMOMHEHMSA KpunTorpaduyeckmx 3anpocoB Ha YpoBHe WHTepdeinca
CryptoAPI v. 2.0. UHTepdelic moayns capilite aBnseTca noaMHOXecTBOM nHTepdenca CryptoAPI v. 2.0.
6.2.2. bubnuoTteka librdrrdr
Bubnunoteka librdrrdr obecneunBaeTr yHuduuMpoBaHHbIN MHTepdenc AocTyna K KA4YEeBbIM
HOCUTENAM BHE 3aBUCUMOCTM OT UX TMNa.
6.2.3. Moaynu ooctyna K KOHKpPEeTHbIM TUMNaMm KJK4YeBbIX
HOCUTENEeN U cYUTbiBaTENEN:

e librdrfati2 K AuckoBoay m auckete 3.5" n pasgeny XecTkoro gucka

e librdrpcsck cuntbiBaTensm cmapt-kapT u eToken, noaaepxmsarowmMm nHTepdenic
PC/SC

e librdremv K Ko4eBbIM HocuTensam EMV n Gemalto

6.2.4. bwubnunoteka librdrsup

Bubnunoteka librdrsup obecneumBaeT peanusauyunio obwmx yHKUMIA AOCTYyNa K pasnyHbIM
YCTPOMCTBaM XpaHEHUS K/OYEBbIX HOCUTENEN.
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6.2.5. Moaynun patymkoB CAyyYamHbIX ynucen

bubnuotekun librdrrndm u librdrrndmbio o6ecneunBatoT nogaepxky paboTbl ¢ pusanyecknm
ACYH nporpaMMHoO-annapaTHOro Komnsekca 3awmntbl oT HCA n bnoJCH cooTBeTCTBEHHO.

6.2.6. bubnuoteka libasnldata nogaep>xkn npotokona ASN1

Bubnuoteka libasnldata coaepxut @yHKUMN Npeobpas3oBaHUsa CTPYKTYP AAHHbIX B MALUMHHO-
He3aBuCMMOe npeacTaBeHne.

/. BctpanBaHue CK3U B npuknagHoe MO

Mpu BcTpaneBaHum CK3UN XKTAN.00083-01 B npuknagHoe nporpaMMHoe obecneyeHue AOSIKHbI
BbINONHATbCA TpeboBaHMa pasgena 7 p[JokyMeHTa "XTAW.00083-01 90 02. Kpuntollpo CSP.
PykoBoacTtBo agMmHucTpaTopa 6e3sonacHoctn. Obwas yactb."

8. TpeboBaHMA Mo OpraHM3aUMOHHO-TEXHUYECKUM U
aAMUHUCTPATMBHbIM MepaM obecnedyeHuns
akcnnyaTaumm CK3U

JO/MKHbI BbIMONHATLCA TpeboBaHMS MO OpPraHM3auMOHHO-TEXHUYECKMM W aAMWHUCTPATMBHLIM MepaMm
obecneueHuns 6esonacHocTn akcnnyaTaunm CK3UM B obbeme pasgena 12 gokymeHTta "XXTAW.00083-01
90 02. Kpuntollpo CSP. PykoBoacTeBo agMmHucTpatopa 6esonacHoctu. Obuwas yactb."

8.1. O6wwme mepbl 3awmTtbl oT HC/ MO ¢ ycTaHOBIEHHbIMU
CK3W ana OC Linux

Moa ynpasneHnem UNIX-nopobHbix onepaumoHHbiXx cuctem CK3W Kpuntollpo CSP ponxHo
MCNosb30BaTbCsA C NPOrpaMMHbIM obecneveHnemM:

e Certmgr (Kpuntolpo Certmgr).
e CryptCP.
e Trusted TLS (Digt).

Mpn wucnonb3oBaHum CK3W noa ynpasneHnem OC Linux HeobxoanMMo npeanpuHATb
OOMONHUTENbHbIe Mepbl OPraHn3auNOHHOIO U TEXHUYECKOro XapakTepa M BbIMOAHUTbE AOMNOSIHUTENbHbIE
HaCTpPOMKM OMNepaunoHHOM cuctembl. [pu 3TOM f[OMKHa pewaTtbCs 3afjayva Kak obecneyeHus
AononHuTenbHoM 3awmnTbl cepeepa n OC ot HC/A, Tak n obecnedeHns 6ecnepeboiiHOro pexuMa paboTbl
M UCKIYeHUs "oTkaza B 06CayXuBaHMK", BbI3BAHHOIMO BHYTPEHHWMM MpuuMHaMuM (Hanpumep -
nepenosHeHneM dannoBbIX CUCTEM).

K OpraHn3aunMoHHO-TEXHNYECKUM MepPaM OTHOCATCA:
e obecneveHne dusnyeckomnm 6esonacHocTtu NMNIBM (cepsepa);
e yCT@HOBKa MpOrpaMmMHbIX O6HOBNEHUI;
e OpraHmsauus npoueaypbl pe3epBHOro KOMMPOBAHUS U XPaHEHUS PE3EPBHbIX KOMUNA.
e [lononHutenbHble HacTporkmn OC Linux KacalTcs cneayowero:
e OrpaHuyeHue AOCTyna Nosb30BaTeNel U HAaCTPOMKM MOJIb30BATENIbCKOTO OKPYXEHUS;
e OrpaHuyeHue CeTeBbIX COEAUHEHUN;
e OrpaHM4YyeHus Npu MOHTMPOBAHMW DaNIOBbIX CUCTEM;
e OrpaHM4YyeHMs Ha 3anyck npoLeccos;

e KOHTposib 3arpy3skm OC W KOHTPOJSb LENOCTHOCTU CUCTEMHOrO W MPUKIAAHOMO
nporpamMMHoro obecneuyeHns p[oskeH obecrneymBaTbCs MpPU MNOMOLWM MPOrpaMMHO-
annapaTtHoro komnsiekca 3awmTtbl oT HC (CM. COOTBETCTBYIOWMI pa3aen B AOKYMEHTe
"XTAKN.00083-01 90 02. Kpuntollpo CSP. PykoBoaACTBO  aAMMHUCTpaTopa
6e3onacHocTn. O6was 4YacTb."), YTO O3HAYaET:

1. obecrneyeHune KOHTPOJS AOCTYMa Mpu MOMOLWM MAEHTUDUKAUMWU NMOMb30BaTeNs C
ncnonb3oBaHueM cuctembl Touch Memory;

2. BbINOAHEHMNE 3arpysku c q)MKCMpOBaHHOFO HOCUTENA NOCNE €ro KOHTponA,
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3. obecneyeHne kKoHTponsa uenoctHoctmy OC UM NpUKIAQHOrO MNpPOrpaMMHOro
obecneyeHns Ao 3arpysku Ha 3arpy3o4yHOM AWCKE M APYFMX MNOAKIHOYEHHbIX
AucKax.

e  [OMNOJSIHUTENbHbIE HAcTpoliku sapa OC;

e HaCTpoWKa CeTeBblX CEPBUCOB;

e OrpaHuyeHue Konu4yecTtsa "BUAMMON M3BHE" MHPOPMaLNUM O CUCTEME;
e HacTpolka NoACUCTEMbl MPOTOKOJIMPOBAHUA U ayanuTa.

8.1.1. OpraHM3auMOHHO-TEXHUYECKNE MEPDI

1. C uenbio UCKIKYEHUS BO3MOXHOCTWU 3arpy3ku OC, OT/IMYHOW OT YCTaHOBNIEHHOW Ha
HDD N3BM, M3BM u ycTpoWCTBa 3arpy3km AO/MKHbI 6biTb oneyaTaHbl. [oskeH O6biTb
obecneyveH HEOHXOANMBIN KOHTPO/b LIe/IOCTHOCTU neyaTen.

2. ObecneyeHune pusmyeckon 6e3onacHOCTN cepBepa

CnegyeT WCKIOUYMTL BO3MOXHOCTb JAOCTyMa HEeaBTOPM30BAHHOMO MepcoHana K
KOHCONIX, CUCTEME MUTaHWS W [OMOJIHUTENbHLIM YCTPOMCTBAM, MOAKIHOYEHHBIM K
3alWMLIaeMoOMy  cepBepy NyTeM YCTAHOBKM 060opyAoBaHMS B CrneuMasnbHo
BblAE/IEHHOE M 3anMpaeMoe noMelleHne (annapaTHy Un CeEpBEPHYHO KOMHATY).

Ons ncknioyeHns cboeB KOMMbOTEPa, BbI3BaHHbIX OTK/OYEHUEM 3J1IEKTPONUTaHUS,
HeobxoaAMMO obecrneuynTb 3NEKTPONUTaHUE cepBepa OT UCTOYHMKa 6ecnepeboiHoro
NMUTaHUsa AOCTaTOYHOM MoWwHOCTU. Kak MMHMMYM, MOLWHOCTM 6aTtapen MCTO4YHMKA
6ecnepeboHOro NMTaHMsa AO0JIXXKHO XBaTaTb Ha BPEMS AOCTAaTOYHOE ANt KOPPEKTHOrO
aBTOMaTM4eCcKoro 3aBeplueHuns paboTbl cepsepa.

3. OpraHusaums npoueaypbl pe3epBHOr0 KOMMPOBaHUSA N XpaHEHUss pe3epBHbIX KOMUIA.

MNpu onpeaeneHun perfaMeHTa pes3epBHOM0 KOMMPOBAHWUSI U XPaHEHUs pe3epBHbIX
Konun crnepyet obecneynTtb OTBETCTBEHHOE XPAHEHWE pe3epBHbIX KOMUA B
3anmpaembix cendax (wkadax) m onpeaennTb NpouUeaypy BblAaun pe3epBHbIX
KOMWUA OTBETCTBEHHOMY MEPCOHANYy WU YHUYTOXEHMUS Bbilleawunx M3 ynotpebneHus
HocuTenewn (NeHT, O4HOKPaTHO 3anucbiBaeMbiX ANCKOB U Mp.).

CrtaHgapTHbIMM MepaMu MO OpraHuM3auum OTBETCTBEHHONO0 XpaHeHus HoCcuTenen
ABNAKOTCA:

e MapKMpoBKa HocuUTenen;

e COCTaB/ieHMe OMNUCU  XPaHMUMbIX HOCUTENeW C  yKasaHWeM CepUiHbIX
(MHBeHTapHbIX) HOMepoB, JAaT 3anucu HocuTenewn, QamMmmnmen COTPyAHMUKA,
co3aaBlIero Konuw ans kaxaoro wkada(cenda);

e [epuoamnyeckas cBepka onmcum n coaepxmmoro cendgos (wkados);

e OpraHuMsaums OTBETCTBEHHOrO0 XpaHEHWsl W BblAAUYM KIOYen OT  ceidos
(wkados);

e BO3MOXHOe oneyaTbiBaHMe (onnoMbupoBaHue) cerdos(wkados).

YHUUTOXEHME BblWeAWNX W3 YNoTpebneHnss HocuTenen [OMXKHO MNpOU3BOAUTCS
KOMMCCMEN C COCTaB/IEHMEM aKTa 06 YHUUTOXEHUMN.

4. B cucrteme  peructpupyetcs  oAuH  nNonb3oBaTenb, obnajawowmin  npasamu
aAMUHUCTpaTopa, HocAwMin wuma  root, Ha KoOToporo Bo3naraetca 06583aHHOCTb
KoHdurypuposate OC Linux, HacTtpamBaTb 6e3onacHoctb OC Linux, a Takxe
KOoHdurypuposatb MN3BM, Ha KoTopyto ycTaHoBneHa OC Linux.

5. Ona nonb3oBatens root BbibMpaeTca HaAeXHblW Naposb Bxo4a B CUCTEMY,
yAoOBNEeTBOpSAOWMIA crnegyowmnm TpeboBaHUAM: ANMHA napons He MeHee 6 CMMBOJIOB,
cpeau CMMBOJIOB Naposs AO0/KHbI BCTPEYaTbCs 3arfiaBHble CMMBOJIbl, MPOMNUCHbIE CUMBOJIbI,
umdpbl M cneumanbHble CMMBOJbI, CPOK CMEHbl Maposisi He pexe OA4HOro pasa B Mecsu,
AOCTYN K naposto AomxkeH 6biTb obecrneyeH ToAbKo aaMUHUCTPaTopPY.

6. Monb3oBaTento root AOCTYMHbI HAaCTPOWKKM Bcex nosb3oBaTenein OC Linux, KOTopble OH
MOXET npocMaTpuBaTb, peAakTUpoBaTb, YAaNsaTb, co3aaBaTb. BceM nonb3oBaTensm,
3apernctpupoBaHHbiM B OC Linux, nosib3oBaTesb root B COOTBETCTBMM C MOJIMTUKOM
6€e30MacHOCTU, NPUHATON B OpraHunsaumm, 4aeT MUHMMalbHO BO3MOXHbIE ANl HOPMasibHOM
paboTbl npaBa. Kaxablit nonb3oBatens OC Linux, He sBAslOWMINCA Nonb3oBaTeneM root,
MOXXET MpoCMaTpuBaTb U peaakTMpoBaTb TOJIbKO CBOM YCTaHOBKM B paMkax Nnpas AOCTYNa,
HasHaYeHHbIX eMy nosib3oBaTenem root.
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7. Bcex nonb3oBatenen [12BM, KoTopble He NOMb3YKTCS AAaHHOW CUCTEMOW, U BCEX
CTaHAapTHbIX MNonb3oBaTenen, kotopble co3gatotca B OC Linux BO BpeMs YCTaHOBKM

(Takmux, kak "sys", "uucp", "nuucp", un "listen"), kpome nonb3oBaTens root, cnepyet
yAanuThb.

8. B OC Linux cyllecTBYIOT WCMOJIHAEMble annbl, KOTOpble 3anyckawTca C npasBaMu
nonb3oBaTtensa root. 2Tn dannbl UMelT ycTaHoBneHHbIM dnar SUID. lMonb3oBatenb root
AOJDKEH onpefennTb, KakMM U3 3TuX ¢anfioB B paMmkax OnpefeneHHOn B OpraHu3aumu
nonutukm 6esonacHocTn He TpebyeTcs 3anyck C aAMUHUCTPATUBHBLIMU MOSTHOMOYUAMU, U C
nomolbto cbpoca dnara SUID gonxeH CBECTUM KOAWYECTBO Takux ¢dannoB K MUHUMYMY.
3anyck ocTaBluxcs pannos C ycTaHoBNeHHbIM ¢naromM SUID fommkeH KOHTpPOAMpoBaTbCs
nonb3oBaTtesnem root.

9. Mpn wncnoneszosannm CK3U «Kpuntollpo CSP» Ha [12BM, noAKAYEHHbIX K
06LenoCTYNHbIM CeTSIM  CBA3M, AO/DKHbI 6blTb NpeAnpuHSATbl AOMOSIHUTENbHbIE MEpPHbI,
VCKOYaoWmne BO3MOXHOCTb HECaHKUMOHMPOBAHHOIO A0CTyNa K CUCTEMHbLIM pecypcam
NCMNO/MIb3yEMbIX OMepauMOHHbIX CUCTEM, K MpOrpaMMHOMY obecrnedeHuto, B OKPYXEeHUU
KOTOporo yHkumoHnpytoT CK3U, n kK komnoHeHTam CK3WM CO CTOPOHbI YKa3aHHbIX CEeTEN.

10. NMpaBo goctyna k paboumm Mectam C yctaHoBsieHHbIM MO CK3U «Kpuntollpo CSP»
npeaocraBnseTcsd TOMIbKO /MuaM, O3HAKOM/IEHHbIM C MpaBuiaMu  MNOMb30BaHUA U
M3YUMBLUMM IKCNSyaTauMOHHYI AOKYMEHTaLMI0 Ha NporpaMMHoe obecneyeHune, nMmerollee
B cBoeM cocTtase CK3N «Kpuntollpo CSP».

11. Ha TexHu4yeckmx cpeactBax, ocHaweHHbiXx CK3W, AomKHO MCnonb30BaTbCs TOSbKO
NIMLLEH3MOHHOE nporpamMMHoe obecrneveHne dGMpM-NponM3BOAUTENEN.

12. B BIOS onpegensawTcs YCTaHOBKWM, WCKAKYalWMe BO3MOXHOCTb  3arpysku
OonepaumoHHON CUCTEMbI, OT/IMYHOM OT YyCTaHoBAeHHOW Ha HDD: oTknovaeTtcs
BO3MOXHOCTb 3arpy3ku c rmbkoro aucka, npueoga CD-ROM u npoume HecTaHAapTHble
Bmabl 3arpy3km OC, Bkaw4as ceTeByk 3arpysky. He npumenstoTtcs MN2BM ¢ BIOS,
WCK/I0YaoLWMM BO3MOXXHOCTb OTK/IIOUYEHUS ceTeBon 3arpy3kn OC.

13. CpeactBammn  BIOS  poskHa  O6biTb  WUCKAKOYEHA  BO3MOXHOCTb  OTK/IOYEHUS
nonb3oBatensamm ISA-yctpoiicte u PCI-ycTpoicTtB. NS WCKAKOYEHUS 3TOM BO3MOXHOCTMU
Bxoa B BIOS 3BM posmxeH 6biTb 3alUMLLEH MaposieM, K KOTOPOMY MpeabsABASIOTCA Te Xe
TpeboBaHUs, YTO M K Maposito nonb3oBaTtens root. Maponb ans Bxoga B BIOS ponxeH
6bITb M3BECTEH TOJIbKO MONb30BaTento root M 6biTb OTAMYHBLIM OT Mapons Nosib3oBaTens
root ansa exoga B OC Linux.

14. Jo 3arpy3km OC pgonxeH O6biTb peanu3oBaH KOHTPO/Sb LENOCTHOCTM annos,
KPpUTUYHbIX ans 3arpy3skm OC n nporpamMmbl CPVERIFY.

15. Mpwn 3arpy3ke OC pomxkeH 6blTb peann3oBaH KOHTPOJIb LIEIOCTHOCTM MPOrpaMMHOro
obecneueHnsn, Bxopswero B coctaB CK3UM «Kpuntollpo CSP», camon OC wu Bcex
ncnonHsemblx Gannos, QyHKUMOHUPYOWNMX coBMecTHO ¢ CK3M ¢ wmcnonb3oBaHMeEM
nporpammbl CPVERIFY.

16. CpeactBamm BIOS posmkHa 6biTb MUCKIOUYEHA BO3MOXHOCTb paboTbl Ha DBM, ecnu Bo
BPEMS €ro HayasibHOW 3arpy3kn He NpoXoAsT BCTPOEHHble TecTbl 3BM (POST).

17. Ha N3BM ycraHaBnmBaeTcs Tosbko ogHa OC. Ha M2BM He ycTaHaBnmBaloTCa CpeacTts
paspabotkm wn oTnagkm MNO. Ecan cpeactBa OTNAAKM  MNPUIOXKEHUA  HYXHbl  ANS
TexHonormyecknx notpebHocTelr opraHusauum, TO UX WCMOJSIb30BaHME [AOMKHO b6biTb
CaHKUMOHMPOBaAHO aAMUHUCTpaTopoM 6e3onacHocTn. B nwbom cnyyae 3anpelaetcs
ucnonb3oBaTb 3TW CpeacTBa ANa MpPoOCMOTpa M pefakTMpoBaHWSA Koda M MNaMsaTu
npunoxeHunn, ncnonbdyowmnx CK3U «Kpuntollpo CSP». Cneayet usberatb nonagaHus B
CUCTEeMYy NporpaMm, no3BOMAWMX, NOAb3ysch ownbkamm OC, nonyyaTb npmsBunernu root.
18.0omkHO 6bITb OrpaHuyeHo (C y4yeToM BbI6GpaHHOW B OpraHuMsauuu MNOAUTUKMK

6e3OI'IaCHOCTI/I) MCNONb30BaHME MOJ1b30BaTENAMW KOMaHA cron U at — 3amycka KOMaHA B
YKa3aHHOE BpeMA.

19.omxHO 6bITb peanu3oBaHo duU3MYeCcKoe 3aTUpaHMe COAEPXKMMOro yaansemblx dannos
¢ ucnonb3oBaHneM nporpammel Wipefile ns cocrasa CK3MU.

20.JonxHbl 6bITb OTKOYEHDbI BCE HENCNOJIb3yEMblIE CETEBbIE MPOTOKO/bl.

21.B cnydae nogkntodeHua MOBM ¢ ycraHoBneHHbiM CK3W k 06WenocTynHbIM ceTsaM
nepegayvn AaHHbIX AOMKHO 6bITb OTK/IKOYEHO Mcnosnib3oBaHme JavaScript, VBScript, ActiveX
W ApYyrux NporpaMMHbiX 06bEKTOB, 3arpy’>aeMbiX U3 CETM, B NMPUKIAAHbIX NporpaMmax.

22.lonXHbl  6bITb NMPpUHATbI ME€pPbl MO MWUCKNKYEHUK HECAHKUMOHUPOBAHHOIO A0CTyna
MOCTOPOHHUX NNL B NMOMELWEHNA, B KOTOPbIX YCTAaHOB/EHbI TEXHUYECKMNE CpeacCTBa CK3M
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«Kpuntolpo CSP», no poay CBOell Q[eATENbHOCTM HEe SBASIOWMUXCS MepcoHasnoM,
AoNyWeHHbIM K pa60Te B YKa3aHHbIX NOMeLWEeHNAX.

23.[Jo0KHO 6biTb 3anpelleHo OCTaBNATb 6e3 KOHTPOJS BblYMCAUTENbHbIE CpeAcTBa, Ha
KoTopbix akcnnyaTupyetca CK3U «Kpuntolpo CSP» nocne BBoAa KOUYEBON MH(OpMauun.
Mpn yxope nonb3oBaTtens c paboyero Mecrta AO/HKHO MCMOSb30BaTbCs aBTOMaTUYeckoe
BK/IHOUEHWE MapOosIbHOM 3acTaBKW.

24.13 cocTaBa CUCTEMbl AOMKHO ObiTb MWCKAOYEHO 060pyAoBaHMEe, KOTOpOEe MOXET
co3gaBaTb yrpo3sy 6e3onacHoctn OC Linux. Takxe HeobxoanmMo msberatb MCNOSb30BaHUSA
HeCTaHAApTHbIX  annapaTHbiX  CPeAacTs, MMELNX  BO3MOXHOCTb  BAUATb  Ha
dyHKUMOHMpoBaHue NMI3BM mnum OC Linux.

25.Mocne wuHctannsumm OC  Linux cnefoyet yYCTaHOBUTb BCe pPeKOMeHAOBaHHble
nporpaMMHble O6HOBJSIEHUS M MNpOrpaMMHble 0BHOBMEHMS, CBSAA3aHHble C 6e30MacHOCTLIO,
CYLWECTBYHOLLME HA MOMEHT MHCTaNNALUN.

26. Ha Bce ampekTtopuun, cogepxaiwimne cucrtemubole darnnbel OC Linux wun katanorm CK3HU,
HeobxoaAMMO yCTaHOBWTb MpaBa AOCTyMa, 3anpelwiatowme BCEM MNOoNb30BaTeNsM, KpoMme
Bnagenbua (Owner), 3anuchb.

27.B cBA3M C TeM, 4TO aBapuviHbIN AaMn OMepaTMBHOM MNaMATU MOXeT coaepxaTb
KpunTorpaduyeckn onacHyt MHGoOpMaumio, B NPUKIaAHbIX NporpaMmax, MCrosb3yrLwmx
CK3W, cneayeT OTKAOUYMTb BO3MOXHOCTb €r0 CO34aHUs C NMOMOLWbI0 yHKUMK setrlimit ¢
napametpom RLIMIT_CORE=0.

28.B OC Linux mncnonb3yeTtcsa BUpTyanbHas namatb. O6nacte BUpTyasibHON NaMAaTU A0SXKHA
6bITb OpraHmsoBaHa Ha otaensHom HDD. o okoH4yaHum pabotbl CK3U copepxumoe
BUPTyasibHOM NaMsATU [AOJIXKHO 3aTupatbCs C ucnonb3oBaHuem cpeacts OC. B cnyuae
aBapuiiHoro octaHosa [M3BM, npwu cneaytouwen 3arpyske Heobxoammo B pexume “single
user” ouncTuTb obnacTte BUpTyanbHON nNamMsATK nporpamMMmoin wipefile, Bxoaswen B cocTtas
CK3WM Kpuntolpo CSP. B cnyyae Bbixoga us ctpos HDD, Ha KoTopoM HaxoauTtcsa obnactb
BUPTyasibHOM NaMaTu, KpunTorpaduueckme Kaun noanexart BbiBoay m3 gernctesunsa, a HDD
cuUnTaeTcs He nognexawmm pemMoHTy. 2ToT HDD yHuuTOXaeTcsa no npaswuiam
YHUUYTOXEHUS KTOUEeBbIX HOCUTENEN.

8.1.2. [OdononHutenbHble HacTponku OC Linux

Hactporikn OC Linux BbIMOSIHAIOTCA MNyTeEM peaakTupoBaHusa (yaaneHus, apobaBneHus)
Pa3/INYHbIX KOHPUIypauMOHHbIX N KOMaHAHbIX (anios.

Ons coxpaHeHusi BO3MOXHOCTM "OTKATUTb" BHECEHHble W3MEHEHUSA CredyeT COXpaHsTb
Moanduumpyemble dainbl B "6e3zonacHoM" Mecte (Ha BHELIHEM HOCUTESIE WM Ha HE MOHTUPYEMOW
aBTOMaTn4yecku alnioBor cucTeme).

8.1.2.1.0rpaHnyeHne p[goctyna nosib3oBaTeNne W HACTPOWKM MOMb30BaTENbCKOro
OKpYXeHUs

HacTtpolika nonb30BaTEIbCKOr0 OKPYXEHUS 3aKO4YaeTCsa B CleayoWnX AeNCTBUAX:
1. B danne /etc/login.defs cnegyeT ycTtaHOBUTb cneayrowme ANPEKTUBDI:

PASS_MAX_DAYS=30 (napameTp 3a4aéT MakCMManbHOe BpeMs MCMNosib30BaHUS
napons)

PASS_MIN_DAYS=30 (napameTp 3a4aéT MMHUMANIbHOE KOJIMYECTBO AHEN MexXAy
CMeHaMun Napoons)

PASS_MIN_LEN=6 (ycTaHaBnMBaeT MMHMUMaNbHYO AJIMHY NMaposs)

2. B danne /etc/profile yctaHoBMTb 3HauyeHuMs umask=022 (napameTp 3agaeTr
MacKy co3aaHus danna no-yMos4yaHumio)

3. [Ons nonb3oBaTens root yCTaHOBUTb MacKy pexuma co3gaHus darinos 077 vnn
027:

umask 077 (umask 027);

4. OtpepakTtupoBaTb dann /etc/shells n nomecTuTb B HErO MMEHa TONIbKO 4SS TexX
ncnosHsemblx dannos o6oso4yek, KOTopble YCTaHOB/eHbl B cucTteMe. [lo
yMonyaHuto, cogepxumoe danna /etc/shells moxeT 6bITb TaknM:

/bin/csh
/bin/tcsh
/bin/sh
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/bin/bash
5. Ypanutb daiin (ecnm oH cywectsyeT) /.rhosts.
6. Ypanutb cogepxumoe damnna /etc/host.equiv.

7. OtpepaktnpoBaTb dawnn /etc/pam.conf ¢ uenbto 3anpeta rhosts-
ayTeHTMdMKaunmM. BbiNnosHAETCS KOMMEHTUPOBAHMEM BCEX CTPOK, CoAepIKalimx
noactpoky "pam_rhosts_auth.so".

8. TlpoBepuTb  uMAeHTUGUKATOPbLI  MONAb3oBaTeNs W rpynnbl AN BCex
rnonb3oBaTenen, nepeuncreHHblx B danne /etc/passwd. Cnepyet ybeamntbcs,
UTO He CyLLeCTBYET Nnofb3oBaTenen, nmewmnx naeHtudukatop nonb3osatens 0
n unaeHtTudurkaTop rpynnel 0 Kpome, BO3MOXHO, nosib3oBaTtens root.

9. CosgmaTb MepeyeHb MNpoOrpaMM, KOTOpble  3anmyckalTcs C  MpaBaMu
aAMUHNCTPATOpPa, N KOHTPOIMPOBaTb €ro HEUM3MEHHOCTb;

10. 3anpeTuTb perucTpaumio B CUCTEME MOJib30BaTeNler, UMelwWnx creayowme
"cnyxebHble umeHa":

daemon uucp

bin nuucp
sys listen
adm nobody
Ip noaccess
smtp

[JenctBne BbIMOMHSAETCS MNyTeM YykKasaHus B danne /etc/passwd cTpokmu
'/bin/false' B none shell-nporpamMmbl 1 ykasaHusa cumBona 'x' B none napons.

8.1.2.2.0rpaHn4yeHns npu MOHTUPOBaAHUN HaNNOBbIX CUCTEM
OrpaHun4yeHMs NMpu MOHTMpPOBaHMM aNNOBbIX CUCTEM peanusytoTcs pefakTuposBaHuem darina
/etc/fstab:
1. YcTtaHoBuTb onuuio nosuid Npy MOHTUPOBaHWKU angoBO CUCTEMbI /var.

Mpn uWHCTanNISUMKM cuUcTeMbl cneayeT BblAENUTb ANna dannoBbiXx cuctem /, /usr,
Jusr/local, /var pa3Hble pasgenbl AuMCKa ANs NpenoTBpalleHUss MNepenosIHEHUS
KPUTUYHbIX (annosbix cuctem (/, /var) 3a cyeT, HanpuMmep, NOSb30BaTEbCKUX
OaHHbIX 1 obecrneyeHnss BO3MOXHOCTM MOHTMPOBaHMSA ansoBON CUCTEMbI /usr B
pexume "ToNnbkKo ANns yteHums".

8.1.2.3.0rpaHunyeHuns Ha 3anycK npoLleccos

1. Cneanyer orpaHuunTb WMCNONb30BaHWE B CUCTEME MaHWPOBLUMKA 3ajady cron u
CpeacTB nakeTHon ob6bpaboTkum 3apgaHuii. Ons HopManbHOro (YHKLMOHMPOBAHUSA
CUCTEMbI MWHMManbHO Heo6XoAMMbIM SBASETCA pas3pelleHne UCnob30BaHUA
NNaHMpPOBLUMKA 3aday Cron M CpeacTB MakeTHon o6paboTku 3agaHuil TONbKO
nonb3osatento root. [nd 3TOro cneayet BbINONHWUTL cneayrowme KoMmaHabl (OT
UMEeHUN cynepnonb3oBaTens):

echo root > /etc/cron.allow

echo root > /etc/at.allow

8.1.2.4.HacTpowka ceTeBbiX CEPBUCOB
HacTpolika ceTeBbIX CEPBUCOB 3aK/O4aETCA B CNeayoLeMm:

1. CnepyeT oOrpaHuynMTb (OYHKUMOHANBHOCTL AEMOHa YMpaBfieHUs CeTeBbiMU
coeamHeHuammn xinetd. [leiictBme 3akn4vaeTcs B pedakTMpoBaHuu  danna
/etc/xinetd.conf n ¢annos B katanore /etc/xinetd.d. Kak MuHumymMm, cnepyert
3anpeTuTb cneayolne CepBuUChI:

echo daytime
discard chargen

-16 -



XTAN.00083-01 90 02-02. CK3M "Kpuntollpo CSP ". PykoBOACTBO agMUHUCTpaTopa 6e30nacHOCTH.

Mcnonb3oBaHue CK3UM noa ynpasnenneM OC Linux

nfsd
systat

2.

finger netstat
tftp
telnet

Ecnn He nnaHupyeTcs MCNoNb30BaTb HacTpauMBaeMblli KOMMNbIOTEP B KadecTse
MaplwpyTusatopa, HeobxoaAMMO B CTapToBble ainbl MNOMECTUTTb KOMaHay
/sbin/sysctl —w net.ipv4.ip_forward = 0

CnepyeT 3anpeTuTb NpMEM U3 BHELWLHeEN ceTu "wmnpokoBewartensHbix" (broadcast)
NnakeToB, a TaKxe repegadyy OTBETOB Ha MpuHATble "LWKMpokoBelwaTesbHble"
nakeTbl.

3anpeTuTb cynepnosb3oBaTento goctyn no ftp, ans storo pobasutb "root" B
dann /etc/ftpusers

3anyctuTb npoueaypy perucrpaummu  3anycka npoueccoB  (accounting)
BbIMOJSIHEHMEM KOMaHAbl /sbin/accton

Ecnn nnaHupyeTca Mcnonb3oBaTb Ha HacTpaumBaeMoM cepBepe cepBuc FTP, To
cneayer cospatb (oTpemakTtupoBaTtb) dann  /etc/ftpusers co  cnuckom
nosb3oBaTtesien, ANs KOTOPbIX 3anpelleH A40CTyn K cepBepy no npoTtokony FTP.
dann wuMeeT TeEKCTOBbIM (opMaT M [OJIKEeH coAaepxaTb MO OAHOMY WMEHU
nosb3oBaTtens B CTpoke. B cnucke "3anpeuweHHbIX" nonb3oBaTenen, Kak
MWUHUMYM, AOSIKHbI 6bITb MepeYncneHbl Cnegyowmne MMeHa Nob30oBaTeNen:

adm nobody4
bin nuucp
daemon root
listen smtp

Ip sys
nobody uucp
noaccess

6. [Onga orpaHuyeHuUsa [OCTyrna K CUCTEMHbLIM CbaﬁﬂaM Ana HenpuBunernpoBaHHbIX
nonb3oBaTenemn, U3 KOMaHAHOWN CTPOKW CneayeT BbIMNOJIHUTb cneayruime KoMaHAbl:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at

chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode

7. Takxe cneayet o6HynuTb dpnar SGID Ana HEKOTOPbIX MCNONHSAEMbIX (alifoB:

chmod g-s /bin/mail

chmod g-s /usr/bin/write
chmod g-s /bin/netstat
chmod g-s /usr/sbin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /sbin/arp

chmod g-s /bin/dmesg
chmod g-s /sbin/swapon
chmod g-s /usr/bin/wall

8.1.2.5.0rpaHunyeHune KonnyecTtea "BnamMMon nseHe" nHpopMaumm o cucteme

O6bI4YHO, HavanbHYK WH@POPMALMIO O CUCTEME MOTEHUMasbHbIA HapywuTenb Mosyyaer u3
CMCTEMHbIX NpUrnaweHnin, BblaaBaeMblx ceTeBbiMU cnyxbamu cepsepa (telnet-cepsep, ftp-cepsep u np.).
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MoaToMy, K MepaM MO OrpaHW4YeHuto KosmyecTBa "BMAMMOM WM3BHE" MHpOpMauMm o cucreme

OTHOCATCA:

OTka3z oT cTaHgapTHoro "3aronoska", BbiBOAMMOro cepsepoMm ftp npu oTBeTe
nonb3oBartento. [locturaeTcs ykasaHmem B anne /etc/default/ftpd cneayrowmx oMpeKkTmB:

BANNER=""

PenaktupoBaHue dainoB /etc/issue, /etc/ftp-banner n /etc/motd c uenvto pasbsicHeHUN
nonb3oBaTensaM NpaBua 1M NOAUTUKM AOCTYyNa K cepeepy ftp.

8.1.2.6.HacTpoiika noacMcTeMbl NPOTOKO/IMPOBAHUS U ayauTa

1. CnegyeTt yAooCTOBEPUTBLCSH, YTO TONILKO MOJib30BaTeNlb root MMeeT AOCTyn Ha 3anucb
aonsa cnegywowmx dannos:

/var/log/authlog
/var/log/syslog
/var/log/messages
/var/log/sulog
/var/log/utmp
/var/log/utmpx

2. Ecnn Ha HacTpavBaeMoOM cepBepe ucnonb3lyetcs web-cepBep, TO cneayet
ybeaontbcs, 4to TOMBKO "Bnageney" npouecca httpd mmeeTr pgoctyn Ha 3anucb K
npotokonam httpd

3. OrpaHnumtb (C y4dyeToM BbI6paHHOM B oOpraHusaumm nonuTukm 6esonacHoCTH)
MUcrnosib3oBaHMe Mofb3oBaTeNsMM KOMaHA Su KW sudo - npepocTaBfieHUs
nonb30BaTeNt0 aAMUHUCTPATUBHBIX MOSTHOMOYUIA.

4. CnepyeT NpOTOKONMPOBATb MOMbITKM WCMOJSIb30BaHUA MnporpaMMm su wu sudo. [Ons
aToro, B pann /etc/syslog.conf cnegyet no6aBuTb 3anunch:

auth.notice /var/log/authlog
nnun
auth.notice /var/log/authlog, @loghost

BTopas cTpoka aHanormyHa nepBoi, HO yKasblBAaeT, YTO MPOTOKOJ/ AOMOJHUTENLHO
nepenaeTcs Ha cepBep c6opa NpOTOKOJIOB.

Cnepyet obecneuunTtb NMPOTOKO/IMPOBAHNE HEyCNEWHbIX MNOMbITOK perncrpaunm B
cucTeMe B NIOKasbHOM NpoToKosie. [na 3Toro, creayeT BbINOAHWUTL crleayrlue
KOMaHAbl:

touch /var/adm/loginlog

chown root /var/adm/loginlog
chgrp root /var/adm/loginlog
chmod 644 /var/adm/loginlog

5. 0N NpOTOKONMMPOBAHUSI CETEBbLIX COEAMHEHWIN, KOHTPOSIMPYEMbIX AEMOHOM
xinetd (Bkntoyas paTy/BpemMsi coeauHeHus, IP-agpec knveHTa, YCTaHOBMBLUErO
coeAnHEHME W UM cepBuca, O0b6CnyXuBalwLWeEro coeauMHeHue), B  dain
/etc/syslog.conf cneayet no6aBuTb 3anunchb:

daemon.notice /var/log/syslog

8.2. TpeboBaHMA MO pa3MeLLEeHN0 TEXHNYECKNX CPeacTB C
ycTaHoBneHHbIM CK3U

Mpwn pa3MeweHnn TeEXHUYECKNX CPEeACTB C YCTaHOBMEHHbIM CK3W:

JonkHbl 6bITb MPUHATBLI MEpPbI MO 3aWMTe HECAaHKLUMOHUPOBAHHOIO AOCTyMa B MOMeELleHUs,
B KOTOpbIX pa3MelleHbl TEXHUYECKME CpeacTBa C ycTaHoBseHHbIM CK3W, nOCTOpOHHUX
N1y, No poay CBOEN AeATESIbHOCTU He SABASIIOWMXCSA NepcoHasoM, AONYyLWEHHbIM K paboTe B
3TUX NomelleHmsax. B cnyyae Heo6XoAMMOCTN NPUCYTCTBUS MOCTOPOHHMX NML, B YKa3aHHbIX
NnoMeLeHnsax p[o/KeH ObiTb obecrnevyeH KOHTPOSb 3a WX AencTBusMm m obecneveHa
HEBO3MOXHOCTb HEraTMBHbIX AENCTBUIA C UX CTOPOHbI Ha CK3W, TexHM4eckme cpencrsa, Ha
KoTopbix akcnnyatupyetcsa CK3U n 3awmwaemyro nHbopmauuto.

BHYTpeHHAS nMnaHMPOBKA, pPacrofioXXeHMe W YKOMIMJIEKTOBAHHOCTb pa60qu MEeCcT B
noMeLeHnsaxX AOKHbl obecneymBaTb UCMOAHUTENSAM pa60T, COXpPaHHOCTb AOBEPEHHbLIX UM
KOHq)VIﬂ,eHLI,VIaJ'IbeIX AOKYMEHTOB U CBe,D,eHVIVI, BKJ/1l0O4aA KJTIIOYEBYHO VIHd)OpMaLl,M}O.

B cnyyae nnaHupoBaHus pasmelleHnss CK3U B noMelleHusx, rae NpucyTcTBYeT peyeBas,
aKycTMyeckass W Bu3yanbHas WHGOPMaLMsl, coAepkallas CBeAeHWs, COoCTaBsoLlme
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rocyfapCTBEHHYI TaliHy, W (WUAM) YyCTaHOBJIEHbl TexXHW4YeckMe CpeacTBa W CUCTEMbI
npuema, nepepaudun, obpaboTku, xpaHeHUss M oTobpaxeHMs MHGOpMauum, comepikallemn
CBEAEHMS, COCTaBNSOWMNE FOCYAAPCTBEHHYIO TallHY, TEXHUYECKME CPeaCTBa MHOCTPaHHOIo
NMpoOn3BOACTBA, Ha KOTOPbIX (PYHKUMOHUPYOT nporpaMmHbie moaynn CK3W, pomxHbl 6biTb
NoABEPrHyTbl CheunanbHON NpoBepKe MO BbISBJIEHUIO YCTPOWCTB, NpeAHa3HayYeHHbIX Ans
HernacHoro nNonyyeHus nHdopmaumm».

9. TpeboBaHusa No KpunTorpadpuyeckomn sawmTe

[O0MXHbI BbINONHATLCSA TpeboBaHms:
1. Wcnonb3oBaHue TOMbKO NLEH3MOHHOIr0 CUCTEMHOMO NMPOrpaMMHOro obecneyeHus.
2. Paspgen 17 pokyMmeHTa >XTAW.00083-01 90 02.

3. Tepen Hayanom paboTbl Ao/KeH 6biTb NpPOBeAEH KOHTPOJIb LEeNOCTHOCTU. KOHTpOSIEM LIe/TOCTHOCTU
[OJIKHbI 6bITb OXBayeHbl (aisbl, yKkasaHHble B N. 16.

4. HacTtpolika onepaunoHHoON cuctembl ana pabotsel ¢ CK3M no n. 8.1.2.

5. Mpu wuHctannaumu CK3W pomxHbl 6biTb 0obecneyeHbl OpraHM3auMOHHO-TEXHMYECKME Mepbl Mo
WCK/TIOYEHMIO NoAMEHbI ANCTpMbyTMBa N BHeceHMs uaMeHeHnn B CK3M nocne yCcTaHOBKM.

6. WcknioueHme ns nporpamMMHoro obecneueHuns NMIBM c yctaHoBneHHbIM CK3W cpeacts oTnaaku.

7. TMaponb, ucnonb3yembin Ana ayTeHTMdUKaunM nonb3oBaTesnell, AO/IKEH coaepXxaTb He MeHee 6
CUMBONOB andasuTa MOWHOCTM He MeHee 10. [1epMOANMYHOCTbL CMEHbI MAposii — HEe pexe OAHOro
pasa B 3 mecsua.

8. TlepnoANYHOCTb TECTOBOrO KOHTPOSA KpunTorpadpuuecknx dyHKumm - 10 MUHYT.

9. BExecyTouHasa nepesarpyska N3BM.

10. MepunoamyHocTb ocTtaHoBa M3BM ¢ o6sA3aTenbHON NPOBEPKON CUCTEMbI OXJ1AXXKAEHMS NPOLECCOPHOro
6noka NMN3BM - 1 Mmecsu.

11. 3anpewaetcs UCnosb30BaTb pexuMm npocton 3ameHbl (ECB) MOCT 28147-89 ans wudpoBaHus
MHdOpMaLnmM, KpoMe KH4YeBOM.

12. lon)kHO pAaBaTbCs NpeaynpexaeHMe O TOM, 4YTO MNpU WUCNOAb30BaHMK pexmma LWndpoBaHus
CRYPT_SIMPLEMIX_MODE w™aTtepunan, o6bpabatbiBaeMbin Ha OAHOM KAK4Ye, aBTOMATUYECKM
orpaHnuyMBaeTCcs BennunHom 4 MB.

13. Mpu  dyHKUMOHMpoBaHMKM CK3W  pgomXHbl  BbINOMHATLCS  TpeboBaHMS 3KCnNyaTauMoHHOM
[OKyMeHTauum Ha MAK 3awuTtel ot HCA.

14. JonxHOo 6bITb 3anpeweHo ucnonb3oBaHme CK3UW gnsa 3awunTtbl TenedoHHbIX neperoBopos 6e3
MPUHATUSA B CUCTEME Mep MO 3almTe oT MHHOPMATUBHOCTM MOBOUHbLIX KaHanoB, cneunduyecknx npm
nepegade peuu.

15. JonxHa 6bITb 3anpeuieHa pabota CK3U npu BkAOUYEHHbIX B [MDBM wWTaTHbIX CpeAcTBax Bbixoda B
pagvokaHarn.

16. KOHTpONEeM uenoCTHOCTU A0IXHbI 6bITb OXBayeHbl dalinbl:
Linux 32-bit (64-bit)

curl, libcpcurl.s0.4.2.0, libcpcurl.a, libcpcdrv_emul.a, libcspr.so.4.0.3, libcspsrv.so.4.0.3, kchansrv,
hsm_backup, libcspr.so.4.0.3, libcspsrv.s0.4.0.3, libhsmlcddrv.so0.4.0.3, libhsmlcddrvse.so.4.0.3,
libhsmlcddrvicm.so.4.0.3, libhsmlcddrvicm2x16.s0.4.0.3, libcsp_kb2.5s0.4.0.3, librsaenh_kb2.50.4.0.3,
dsrfcopy, fenixmsrv, cryptsrv_hsm, srv_wrapper, ecc_check.sh, genfw, read_lcd, read_parm,
Icdfunctions, set_hsm_ulimits.sh, libhsmlogdb.s0.4.0.3, libhsmuserdb.s0.4.0.3, libhsmdate.s0.4.0.3,
libhsmblob.s0.4.0.3, cp-genpsk.sh, genpsk, libike_gost.s0.4.0.3, libesp_gost.s0.4.0.3, libcspr.so.4.0.3,

libcsp_kb2.5s0.4.0.3, librsaenh_kb2.s0.4.0.3, cryptsrv_kb2, dsrfcopy, libcppcades.so.1.0.0,
libnpcades.s0.1.0.0, libxmlsecl.s0.1.2.19, libxmlsecl-mscrypto.so.1.2.19, libpamhsmlog.so0.4.0.3,
libpamcpx509.50.4.0.3, librdrcpet.so0.4.0.3, librdremv.s0.4.0.3, librdresmarttoken.so,

librdrrndmbio_gui.s0.4.0.3, libxcpui.s0.4.0.3, libxcpuifkc.s0.4.0.3, librdrrndmbio_gui_gtk.s0.4.0.3,
libgcpui.so.4.0.3, libgcpuifkc.s0.4.0.3, librdrinpaspot.so0.3.0.2, librdrmskey.s0.3.0.2, list_pcsc,
librdrpcsc.s0.4.0.3, librdrric.s0.4.0.3, librdrrtsupcp.so, librdrrtsupcpfkc.so, librdruec.s0.4.0.3,
libcpcvcert.so.4.0.3, librsaenh.so0.4.0.3, stunnel_thread, stunnel_fork, stunnel_hsm, libcades.s0.1.0.0,
cryptcp, certmgr, inittst, csptestf, der2xer, libcapi20.s0.4.0.3, libcpext.s0.4.0.3, libpkixcmp.s0.4.0.3,

libasnldata.s0.4.0.3, libsspdrv.a, libssp.s0.4.0.3, libpkivalidator.s0.4.0.3, libcplib.so0.4.0.3,
libcpasnl.s0.4.0.3, libocsp.s0.4.0.3, libenroll.s0.4.0.3, libtsp.s0.4.0.3, libtspcli.s0.4.0.3,
liburlretrieve.s0.4.0.3, libcspfkc.s0.4.0.3, libcpuifkc.s0.4.0.3, configure_base_prov.sh, libcsp.s0.4.0.3,
librdrrndmbio_tui.s0.4.0.3, libcsp.so0.4.0.3, librdrrndmbio_tui.s0.4.0.3, libcspr.so0.4.0.3,
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libcsp_kc2.5s0.4.0.3, cryptsrv, libcspr.so.4.0.3, libcsp_kc2.5s0.4.0.3, cryptsrv, ocsputil, libocspcli.s0.4.0.3,
libpkivalidator2.so, libcppkcs11.s0.4.0.3, libauditlog.so.4.0.3, libnameserv.so0.4.0.3, libpkixdvcs.s0.4.0.3,
libpkixocsp.so0.4.0.3, libpkixtsp.s0.4.0.3, sv, libpkixcmp_cc.s0.4.0.3, cpverify, wipefile, csptest,
librdrrdr.so.4.0.3, librdrrndm.s0.4.0.3, librdrsup.s0.4.0.3, librdrdsrf.s0.4.0.3, librdrfat12.s0.4.0.3,
libcapil0.s0.4.0.3, libcpui.so.4.0.3, libcpalloc.so0.0.0.0, libjemalloc.s0.0.0.0, cpconfig,
set_driver_license.sh, mount_flash.sh, librdrsbl.s0.4.0.3, tsputil.

JononHnTenbHO ANg ypoBHS 3awmTbl KC2
libcspr.so.4, libcspr.la, libcsp_kc2.la, libcsp_kc2.s0.4, cryptsrv

MpunnoxeHne 1. KOHTPO/b LEeNOCTHOCTU NPOrpaMMHOro
obecneveHuns

B pgononHeHMe K AUCTPUBYTMBY MOCTaBASAIOTCA CKPUNTOBble ainbl integrity.sh, 3anyckom
KOTOPbIX MOXHO Y6eAMTbCS B Le/IOCTHOCTU AUCTPUEYTUBA A0 €ro YCTaHOBKM.

MporpamMmMHoe obecneveHne CK3M umMeeT cpeactBa obecrnedeHuss KOHTpons uenoctHoctn MO
CK3W, KoTOpble BbIMOSHAOTCS Nepmoanyecku.

Ecnu B pe3ynbtate Nepnoanyeckoro KOHTPOs LEeoCTHOCTU NOSBASETCS COObLWEeHNS O HapyLUeHnn
LesIOCTHOCTU KOHTponupyemoro danna, nonb3oBaTenb 06a3aH npekpatuTb paboty u obpatutbca K
aaMMHMCTpaTopy 6e3onacHocCTw.

AoMuHucTpaTtop 6e30nacHOCTW, MpoaHanM3MpoBaB MNPUYMHY, NpUMBEALIYD K HapyLEeHUto
LLe/IOCTHOCTU, AomxkeH nepeyctaHoButb MO CK3W Kpuntollpo CSP ¢ anctpmubytmea, nnm cuctemHoe MO.
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[MpnnoxeHne 2. YnpaBseHne nNpoTOKOIMPOBAHUEM

Onsa BKAOYEHUSA/OTKNOUYEHNS 3HaYeHne log ncnonb3lymre:

a) RH7.3, RH9.0
OnAa 3apaHng ypoBHSA NpoTOKoNa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apaHna ¢dopMata npoTokona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19
[Ons npocMoTpa Macku TeKyLero yposHs u doopMaTta NnpoTokosa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

b) ana RH 7.3, RH 9.0 ypoBHsa agpa
insmod drvcsp.o log_level=0x9

3Ha4yeHMeM NapaMeTpa YpPOBHb MpOTOKOJa ABNsieTcsa 6MToBas Macka:
N_DB_ERROR = 1 # coobLieHuns o6 owmnbkax
N_DB_LOG = 8 # coobuweHunsa o Bbi3oBax

3HayeHMeM napameTpa opMaT NpoToKoNa ABnseTcs butosas macka:
DBFMT_MODULE = 1 # BbIBOAUTb UMS MOAY NS

DBFMT_THREAD = 2 # BbIBOANTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMS (PYHKUNMU
DBFMT_TEXT = 0x10 # BbIBOAUTb caMo cooblieHune
DBFMT_HEX = 0x20 # BbiBOAUTb HEX aamn
DBFMT_ERR = 0x40 # BbiBOAUTb GetLastError



JInct perncrtpaunm MaMeHeHun

JIUCT permcTpaumm n3MeHeHui

Homepa nucrtoB (cTpaHuy) Bcero Ne Bxoaawum Moan. |AdaTa
niucTos AOKYMeHTa N¢ conposoau-
WU3MEHEH- |3aMEHEHHbIX HOBbIX aHHynupo- | (cTpanuu) B TeNbHOro
HbIX BaHHbIX LOKYM. [OKYM. U

AaTa
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	16.  Средствами BIOS должна быть исключена возможность работы на ЭВМ, если во время его начальной загрузки не проходят встроенные тесты ЭВМ (POST).
	17.  На ПЭВМ устанавливается только одна ОС. На ПЭВМ не устанавливаются средств разработки и отладки ПО. Если средства отладки приложений нужны для технологических потребностей организации, то их использование должно быть санкционировано администратор...
	18. Должно быть ограничено (с учетом выбранной в организации политики безопасности) использование пользователями команд cron и at – запуска команд в указанное время.
	19. Должно быть реализовано физическое затирание содержимого удаляемых файлов c использованием программы Wipefile из состава СКЗИ.
	20. Должны быть отключены все неиспользуемые сетевые протоколы.
	21. В случае подключения ПЭВМ с установленным СКЗИ к общедоступным сетям передачи данных должно быть отключено использование JavaScript, VBScript, ActiveX и других программных объектов, загружаемых из сети, в прикладных программах.
	22. Должны быть приняты меры по исключению несанкционированного доступа посторонних лиц в помещения, в которых установлены технические средства СКЗИ «КриптоПро CSP», по роду своей деятельности не являющихся персоналом, допущенным к работе в указанных ...
	23. Должно быть запрещено оставлять без контроля вычислительные средства, на которых эксплуатируется СКЗИ «КриптоПро CSP» после ввода ключевой информации. При уходе пользователя с рабочего места должно использоваться автоматическое включение парольной...
	24. Из состава системы должно быть исключено оборудование, которое может создавать угрозу безопасности ОС Linux. Также необходимо избегать использования нестандартных аппаратных средств, имеющих возможность влиять на функционирование ПЭВМ или ОС Linux.
	25. После инсталляции ОС Linux  следует установить все рекомендованные программные обновления и программные обновления, связанные с безопасностью, существующие на момент инсталляции.
	26.  На все директории, содержащие системные файлы ОС Linux  и каталоги   СКЗИ, необходимо установить права доступа, запрещающие всем пользователям, кроме Владельца (Owner), запись.
	27. В связи с тем, что аварийный дамп оперативной памяти может содержать криптографически опасную информацию, в прикладных программах, использующих СКЗИ, следует отключить возможность его создания с помощью функции setrlimit с параметром RLIMIT_CORE=0.
	28. В ОС Linux используется виртуальная память. Область виртуальной памяти должна быть организована на отдельном HDD. По окончании работы СКЗИ содержимое виртуальной памяти должно затираться с использованием средств ОС. В случае аварийного останова ПЭ...
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